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INTRODUCTION In this digital era, the use of electronic devices has been a must

There are some methods to do such authentication, including that with biometrics

This requires the users to physically present when the authetication is being processed [1]

Amongst existing biometrics, fingerprint is one of popular modalities to use

As in [2], fingerprint has relatively good evaluation results

In additon, fingerprint is relatively permanence, so it is suitable to use

Nevertheless, this last characteristic has made fingerprint data should be proteccted

This is because, once it is compromised, fingerprint data can not be changed

this is different with the password case

The transformation itself is one-way

therefore, the authentication is carried out in the transformed domain

By using these data along with the respective keys, the specified transformation is performed
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The resulted transformed data is called cancelable template

It means that a different template can be generated by using different keys

This may occur if, for example, the template has been compromised

At the beginning, the method is introduced by Ratha et al [4]

In this paper, we propose a variation of cancelable fingerprint template method

The rest of the paper is structured as follows

Section 2 describes the previous works which relate to this proposed method

Section 3 explains the proposed method itself

The experimental results and conclusion are provided in Sections 4 and 5, respectively

Since this line crosses the coordinate (0,0), the value of . :»T

So, each minutia points results to two projected points

The resulted set is to be the template which is stored in the database

This method is simple and relatively easy to use

However, there are some disadvatages of this method

For example, it uses the core point to be the center of fingerprint

Without this core point, the set of template/query can not be generated

Furthermore, the informatioin of core point is difficult to obtain precisely

and, not all fingerprints have the core point [8]

Therefore, in this specific case, the fingerprint template can not be used

Nevertheless, it is still possible to compromise it

In [9], Xi and Hu propose the hierarchical structure check (HSC) to protect fingerprint
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So, there are some matching levels

This method may have high accuracy, however, the processing time can be a problem

Furthermore, all fingerprint types may be applicable to it

Overall, the method consists of some steps: minutiae selection, minutiae transformation, partition and matching

A minutia is randomly selected to be the reference

In turns, all minutiae are also the reference sequentially

Minutiae Selection Here, the template is only developed by some minutiae points

This is because too many minutiae may cause the authentication too long

However, too small number of minutiae may also significantly reduce the fingerprint uniqueness

000005 and ©E0000¢ are the allowed minimum and maximum distance, respectively

This process can be depicted in Fig

Firstly, the minutiae are projected into a line (see Fig

The resulted vertical and horizontal projected points along with their orientation are transformed separately

Further transformation is applied to the orientation of the vertical projected points

The same process is also applied to the horizontal projected point

T 0= and T [J[] are the orientation of vertical and horizontal projected points

Partition Different from [8], the index of the partition is not randomized

This is because the order of partitions does not influence the accuracy

Instead, a partition is to estimate the position of those points

and 0 @ is the length of each partition, which is fixed to 20

Matching is performed to all vectors of template and query
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This means that the corresponding template and query are possibly matched

An example of this process is provided in Fig

Firstly, . @ and . &l of template and query are compared

If they matched, then depth level = 1 (see Fig

6(a)), proceed to one of the neighbor (e

g.,.92) and compare it with others

6(b)), proceed to one of neighbor of . @, and soon

This process finishes when there is no more minutiae match

Let. @ and . él be the transformed template and query, respectively

Take 1 @ and 5 &l from . ® and . &l , respectively

Compare 5 @ and [ st by applying (6)

If step 4 meets, then take a neighbor point and go to step

As these research, we use 2 impression, each of which comprises 100 fingerprints

Therefore, there are 10000 fingerprint comparison

Those two evaluation represent Genuine Acceptance Rate (GAR) and False Acceptance Rate (FAR), respectively

Performance Let . be the number of selected minutiae resulted from Section IlI(A)

A minutia is represented by & T vectors

in turns, a fingerprint is represented by f.e- T4 vectors

It shows the minimum (Nmin), maximum (Nmax) and average (Navg) numbers of selected minutiae

The size of the template, nevertheless, is only kilo bytes

We believe that this size is not a significant problem for today technology

The result of the experiment is provided in Table |l

that is, GAR and FAR are 98% and 0, respectively

Decreasing the depth level raises both GAR and FAR



https://www.bing.com/search?q=%2B%5B%22This+means+that+the+corresponding+template+and+query+are+possibly+matched%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22This+means+that+the+corresponding+template+and+query+are+possibly+matched%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=C67D201931875B75DAE0676DC121F6C0
https://www.bing.com/search?q=%2B%5B%22An+example+of+this+process+is+provided+in+Fig%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22An+example+of+this+process+is+provided+in+Fig%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=FAEBFA9C416FFA5A26AE80FDE49DDB2E
https://www.bing.com/search?q=%2B%5B%22Firstly%2C+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+of+template+and+query+are+compared%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Firstly%2C+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+of+template+and+query+are+compared%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=96932C7E42E68A467F6F229A11E7D90B
https://www.bing.com/search?q=%2B%5B%22Firstly%2C+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+of+template+and+query+are+compared%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Firstly%2C+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+of+template+and+query+are+compared%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=96932C7E42E68A467F6F229A11E7D90B
https://www.bing.com/search?q=%2B%5B%22Firstly%2C+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+of+template+and+query+are+compared%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Firstly%2C+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+of+template+and+query+are+compared%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=96932C7E42E68A467F6F229A11E7D90B
https://www.bing.com/search?q=%2B%5B%22Firstly%2C+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+of+template+and+query+are+compared%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Firstly%2C+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+of+template+and+query+are+compared%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=96932C7E42E68A467F6F229A11E7D90B
https://www.bing.com/search?q=%2B%5B%22Firstly%2C+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+of+template+and+query+are+compared%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Firstly%2C+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+of+template+and+query+are+compared%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=96932C7E42E68A467F6F229A11E7D90B
https://www.bing.com/search?q=%2B%5B%22Firstly%2C+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+of+template+and+query+are+compared%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Firstly%2C+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+of+template+and+query+are+compared%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=96932C7E42E68A467F6F229A11E7D90B
https://www.bing.com/search?q=%2B%5B%22Firstly%2C+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+of+template+and+query+are+compared%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Firstly%2C+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+of+template+and+query+are+compared%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=96932C7E42E68A467F6F229A11E7D90B
https://www.bing.com/search?q=%2B%5B%22If+they+matched%2C+then+depth+level+%3D+1+%28see+Fig%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22If+they+matched%2C+then+depth+level+%3D+1+%28see+Fig%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=273E8ED4E432E5E0AC7DCF81E35FC13D
https://www.bing.com/search?q=%2B%5B%226%28a%29%29%2C+proceed+to+one+of+the+neighbor+%28e%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%226%28a%29%29%2C+proceed+to+one+of+the+neighbor+%28e%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=7EBF11D4DC94AB69AF195A41AA0EA29E
https://www.bing.com/search?q=%2B%5B%22g.%2C+%DD%89+%E0%AC%B9+%29+and+compare+it+with+others%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22g.%2C+%DD%89+%E0%AC%B9+%29+and+compare+it+with+others%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=27489BE4A4E4C30404089778C83BFFFB
https://www.bing.com/search?q=%2B%5B%22g.%2C+%DD%89+%E0%AC%B9+%29+and+compare+it+with+others%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22g.%2C+%DD%89+%E0%AC%B9+%29+and+compare+it+with+others%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=27489BE4A4E4C30404089778C83BFFFB
https://www.bing.com/search?q=%2B%5B%22g.%2C+%DD%89+%E0%AC%B9+%29+and+compare+it+with+others%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22g.%2C+%DD%89+%E0%AC%B9+%29+and+compare+it+with+others%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=27489BE4A4E4C30404089778C83BFFFB
https://www.bing.com/search?q=%2B%5B%22g.%2C+%DD%89+%E0%AC%B9+%29+and+compare+it+with+others%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22g.%2C+%DD%89+%E0%AC%B9+%29+and+compare+it+with+others%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=27489BE4A4E4C30404089778C83BFFFB
https://www.bing.com/search?q=%2B%5B%226%28b%29%29%2C+proceed+to+one+of+neighbor+of+%DD%89+%E0%AC%B9+%2C+and+soon%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%226%28b%29%29%2C+proceed+to+one+of+neighbor+of+%DD%89+%E0%AC%B9+%2C+and+soon%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=B8FEF45D3E35B6BEF6DC4A180F157672
https://www.bing.com/search?q=%2B%5B%226%28b%29%29%2C+proceed+to+one+of+neighbor+of+%DD%89+%E0%AC%B9+%2C+and+soon%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%226%28b%29%29%2C+proceed+to+one+of+neighbor+of+%DD%89+%E0%AC%B9+%2C+and+soon%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=B8FEF45D3E35B6BEF6DC4A180F157672
https://www.bing.com/search?q=%2B%5B%226%28b%29%29%2C+proceed+to+one+of+neighbor+of+%DD%89+%E0%AC%B9+%2C+and+soon%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%226%28b%29%29%2C+proceed+to+one+of+neighbor+of+%DD%89+%E0%AC%B9+%2C+and+soon%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=B8FEF45D3E35B6BEF6DC4A180F157672
https://www.bing.com/search?q=%2B%5B%226%28b%29%29%2C+proceed+to+one+of+neighbor+of+%DD%89+%E0%AC%B9+%2C+and+soon%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%226%28b%29%29%2C+proceed+to+one+of+neighbor+of+%DD%89+%E0%AC%B9+%2C+and+soon%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=B8FEF45D3E35B6BEF6DC4A180F157672
https://www.bing.com/search?q=%2B%5B%22This+process+finishes+when+there+is+no+more+minutiae+match%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22This+process+finishes+when+there+is+no+more+minutiae+match%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=C9F91D662F25A42FDA1700AEFE2C45DD
https://www.bing.com/search?q=%2B%5B%22Let+%DC%B6+%E0%AC%B5+and+%DC%B6+%E0%AC%B6+be+the+transformed+template+and+query%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Let+%DC%B6+%E0%AC%B5+and+%DC%B6+%E0%AC%B6+be+the+transformed+template+and+query%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=A50C8D365F0DF402320E2A061AFFE058
https://www.bing.com/search?q=%2B%5B%22Let+%DC%B6+%E0%AC%B5+and+%DC%B6+%E0%AC%B6+be+the+transformed+template+and+query%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Let+%DC%B6+%E0%AC%B5+and+%DC%B6+%E0%AC%B6+be+the+transformed+template+and+query%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=A50C8D365F0DF402320E2A061AFFE058
https://www.bing.com/search?q=%2B%5B%22Let+%DC%B6+%E0%AC%B5+and+%DC%B6+%E0%AC%B6+be+the+transformed+template+and+query%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Let+%DC%B6+%E0%AC%B5+and+%DC%B6+%E0%AC%B6+be+the+transformed+template+and+query%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=A50C8D365F0DF402320E2A061AFFE058
https://www.bing.com/search?q=%2B%5B%22Let+%DC%B6+%E0%AC%B5+and+%DC%B6+%E0%AC%B6+be+the+transformed+template+and+query%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Let+%DC%B6+%E0%AC%B5+and+%DC%B6+%E0%AC%B6+be+the+transformed+template+and+query%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=A50C8D365F0DF402320E2A061AFFE058
https://www.bing.com/search?q=%2B%5B%22Let+%DC%B6+%E0%AC%B5+and+%DC%B6+%E0%AC%B6+be+the+transformed+template+and+query%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Let+%DC%B6+%E0%AC%B5+and+%DC%B6+%E0%AC%B6+be+the+transformed+template+and+query%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=A50C8D365F0DF402320E2A061AFFE058
https://www.bing.com/search?q=%2B%5B%22Let+%DC%B6+%E0%AC%B5+and+%DC%B6+%E0%AC%B6+be+the+transformed+template+and+query%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Let+%DC%B6+%E0%AC%B5+and+%DC%B6+%E0%AC%B6+be+the+transformed+template+and+query%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=A50C8D365F0DF402320E2A061AFFE058
https://www.bing.com/search?q=%2B%5B%22Let+%DC%B6+%E0%AC%B5+and+%DC%B6+%E0%AC%B6+be+the+transformed+template+and+query%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Let+%DC%B6+%E0%AC%B5+and+%DC%B6+%E0%AC%B6+be+the+transformed+template+and+query%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=A50C8D365F0DF402320E2A061AFFE058
https://www.bing.com/search?q=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=07C5495E185B340C87212E3D64813EC8
https://www.bing.com/search?q=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=07C5495E185B340C87212E3D64813EC8
https://www.bing.com/search?q=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=07C5495E185B340C87212E3D64813EC8
https://www.bing.com/search?q=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=07C5495E185B340C87212E3D64813EC8
https://www.bing.com/search?q=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=07C5495E185B340C87212E3D64813EC8
https://www.bing.com/search?q=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=07C5495E185B340C87212E3D64813EC8
https://www.bing.com/search?q=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=07C5495E185B340C87212E3D64813EC8
https://www.bing.com/search?q=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=07C5495E185B340C87212E3D64813EC8
https://www.bing.com/search?q=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=07C5495E185B340C87212E3D64813EC8
https://www.bing.com/search?q=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=07C5495E185B340C87212E3D64813EC8
https://www.bing.com/search?q=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=07C5495E185B340C87212E3D64813EC8
https://www.bing.com/search?q=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=07C5495E185B340C87212E3D64813EC8
https://www.bing.com/search?q=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Take+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+from+%DD%89+%E0%AC%B5+and+%DD%89+%E0%AC%B6+%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=07C5495E185B340C87212E3D64813EC8
https://www.bing.com/search?q=%2B%5B%22Compare+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+by+applying+%286%29%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Compare+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+by+applying+%286%29%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=16637911406366FCCA94EC4124B1B9CE
https://www.bing.com/search?q=%2B%5B%22Compare+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+by+applying+%286%29%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Compare+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+by+applying+%286%29%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=16637911406366FCCA94EC4124B1B9CE
https://www.bing.com/search?q=%2B%5B%22Compare+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+by+applying+%286%29%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Compare+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+by+applying+%286%29%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=16637911406366FCCA94EC4124B1B9CE
https://www.bing.com/search?q=%2B%5B%22Compare+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+by+applying+%286%29%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Compare+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+by+applying+%286%29%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=16637911406366FCCA94EC4124B1B9CE
https://www.bing.com/search?q=%2B%5B%22Compare+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+by+applying+%286%29%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Compare+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+by+applying+%286%29%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=16637911406366FCCA94EC4124B1B9CE
https://www.bing.com/search?q=%2B%5B%22Compare+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+by+applying+%286%29%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Compare+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+by+applying+%286%29%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=16637911406366FCCA94EC4124B1B9CE
https://www.bing.com/search?q=%2B%5B%22Compare+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+by+applying+%286%29%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Compare+%DD%92+%E0%AC%B5+and+%DD%92+%E0%AC%B6+by+applying+%286%29%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=16637911406366FCCA94EC4124B1B9CE
https://www.bing.com/search?q=%2B%5B%22If+step+4+meets%2C+then+take+a+neighbor+point+and+go+to+step%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22If+step+4+meets%2C+then+take+a+neighbor+point+and+go+to+step%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=8A86BD01038F3D3BA28E164EC6CD2884
https://www.bing.com/search?q=%2B%5B%22As+these+research%2C+we+use+2+impression%2C+each+of+which+comprises+100+fingerprints%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22As+these+research%2C+we+use+2+impression%2C+each+of+which+comprises+100+fingerprints%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=75E375CF50BBF0B2779FBF7FAABA04B4
https://www.bing.com/search?q=%2B%5B%22Therefore%2C+there+are+10000+fingerprint+comparison%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Therefore%2C+there+are+10000+fingerprint+comparison%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=F7AB2CD38112F5991B4D6F7A7214343A
https://www.bing.com/search?q=%2B%5B%22Those+two+evaluation+represent+Genuine+Acceptance+Rate+%28GAR%29+and+False+Acceptance+Rate+%28FAR%29%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Those+two+evaluation+represent+Genuine+Acceptance+Rate+%28GAR%29+and+False+Acceptance+Rate+%28FAR%29%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=84F114447453BC0598C88848D2E1FAC3
https://www.bing.com/search?q=%2B%5B%22Performance+Let+%DD%8A+be+the+number+of+selected+minutiae+resulted+from+Section+III%28A%29%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Performance+Let+%DD%8A+be+the+number+of+selected+minutiae+resulted+from+Section+III%28A%29%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=AD7F2088C103045F4DA4D1CDB3BD9BBD
https://www.bing.com/search?q=%2B%5B%22Performance+Let+%DD%8A+be+the+number+of+selected+minutiae+resulted+from+Section+III%28A%29%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Performance+Let+%DD%8A+be+the+number+of+selected+minutiae+resulted+from+Section+III%28A%29%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=AD7F2088C103045F4DA4D1CDB3BD9BBD
https://www.bing.com/search?q=%2B%5B%22Performance+Let+%DD%8A+be+the+number+of+selected+minutiae+resulted+from+Section+III%28A%29%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Performance+Let+%DD%8A+be+the+number+of+selected+minutiae+resulted+from+Section+III%28A%29%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=AD7F2088C103045F4DA4D1CDB3BD9BBD
https://www.bing.com/search?q=%2B%5B%22A+minutia+is+represented+by+%DD%8A%E0%B5%86%CD%B3+vectors%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22A+minutia+is+represented+by+%DD%8A%E0%B5%86%CD%B3+vectors%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=FF6A1D051A52BBBBE215FB2706C167BB
https://www.bing.com/search?q=%2B%5B%22A+minutia+is+represented+by+%DD%8A%E0%B5%86%CD%B3+vectors%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22A+minutia+is+represented+by+%DD%8A%E0%B5%86%CD%B3+vectors%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=FF6A1D051A52BBBBE215FB2706C167BB
https://www.bing.com/search?q=%2B%5B%22A+minutia+is+represented+by+%DD%8A%E0%B5%86%CD%B3+vectors%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22A+minutia+is+represented+by+%DD%8A%E0%B5%86%CD%B3+vectors%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=FF6A1D051A52BBBBE215FB2706C167BB
https://www.bing.com/search?q=%2B%5B%22A+minutia+is+represented+by+%DD%8A%E0%B5%86%CD%B3+vectors%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22A+minutia+is+represented+by+%DD%8A%E0%B5%86%CD%B3+vectors%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=FF6A1D051A52BBBBE215FB2706C167BB
https://www.bing.com/search?q=%2B%5B%22A+minutia+is+represented+by+%DD%8A%E0%B5%86%CD%B3+vectors%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22A+minutia+is+represented+by+%DD%8A%E0%B5%86%CD%B3+vectors%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=FF6A1D051A52BBBBE215FB2706C167BB
https://www.bing.com/search?q=%2B%5B%22in+turns%2C+a+fingerprint+is+represented+by+%DD%8A%E1%88%BA%DD%8A%E0%B5%86%CD%B3%E1%88%BB+vectors%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22in+turns%2C+a+fingerprint+is+represented+by+%DD%8A%E1%88%BA%DD%8A%E0%B5%86%CD%B3%E1%88%BB+vectors%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=F2F0FFD61D9FC7C3C62CD8CEA7084808
https://www.bing.com/search?q=%2B%5B%22in+turns%2C+a+fingerprint+is+represented+by+%DD%8A%E1%88%BA%DD%8A%E0%B5%86%CD%B3%E1%88%BB+vectors%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22in+turns%2C+a+fingerprint+is+represented+by+%DD%8A%E1%88%BA%DD%8A%E0%B5%86%CD%B3%E1%88%BB+vectors%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=F2F0FFD61D9FC7C3C62CD8CEA7084808
https://www.bing.com/search?q=%2B%5B%22in+turns%2C+a+fingerprint+is+represented+by+%DD%8A%E1%88%BA%DD%8A%E0%B5%86%CD%B3%E1%88%BB+vectors%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22in+turns%2C+a+fingerprint+is+represented+by+%DD%8A%E1%88%BA%DD%8A%E0%B5%86%CD%B3%E1%88%BB+vectors%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=F2F0FFD61D9FC7C3C62CD8CEA7084808
https://www.bing.com/search?q=%2B%5B%22in+turns%2C+a+fingerprint+is+represented+by+%DD%8A%E1%88%BA%DD%8A%E0%B5%86%CD%B3%E1%88%BB+vectors%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22in+turns%2C+a+fingerprint+is+represented+by+%DD%8A%E1%88%BA%DD%8A%E0%B5%86%CD%B3%E1%88%BB+vectors%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=F2F0FFD61D9FC7C3C62CD8CEA7084808
https://www.bing.com/search?q=%2B%5B%22in+turns%2C+a+fingerprint+is+represented+by+%DD%8A%E1%88%BA%DD%8A%E0%B5%86%CD%B3%E1%88%BB+vectors%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22in+turns%2C+a+fingerprint+is+represented+by+%DD%8A%E1%88%BA%DD%8A%E0%B5%86%CD%B3%E1%88%BB+vectors%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=F2F0FFD61D9FC7C3C62CD8CEA7084808
https://www.bing.com/search?q=%2B%5B%22in+turns%2C+a+fingerprint+is+represented+by+%DD%8A%E1%88%BA%DD%8A%E0%B5%86%CD%B3%E1%88%BB+vectors%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22in+turns%2C+a+fingerprint+is+represented+by+%DD%8A%E1%88%BA%DD%8A%E0%B5%86%CD%B3%E1%88%BB+vectors%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=F2F0FFD61D9FC7C3C62CD8CEA7084808
https://www.bing.com/search?q=%2B%5B%22in+turns%2C+a+fingerprint+is+represented+by+%DD%8A%E1%88%BA%DD%8A%E0%B5%86%CD%B3%E1%88%BB+vectors%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22in+turns%2C+a+fingerprint+is+represented+by+%DD%8A%E1%88%BA%DD%8A%E0%B5%86%CD%B3%E1%88%BB+vectors%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=F2F0FFD61D9FC7C3C62CD8CEA7084808
https://www.bing.com/search?q=%2B%5B%22in+turns%2C+a+fingerprint+is+represented+by+%DD%8A%E1%88%BA%DD%8A%E0%B5%86%CD%B3%E1%88%BB+vectors%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22in+turns%2C+a+fingerprint+is+represented+by+%DD%8A%E1%88%BA%DD%8A%E0%B5%86%CD%B3%E1%88%BB+vectors%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=F2F0FFD61D9FC7C3C62CD8CEA7084808
https://www.bing.com/search?q=%2B%5B%22It+shows+the+minimum+%28Nmin%29%2C+maximum+%28Nmax%29+and+average+%28Navg%29+numbers+of+selected+minutiae%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22It+shows+the+minimum+%28Nmin%29%2C+maximum+%28Nmax%29+and+average+%28Navg%29+numbers+of+selected+minutiae%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=BB411BA5327820431A66668584955AFE
https://www.bing.com/search?q=%2B%5B%22The+size+of+the+template%2C+nevertheless%2C+is+only+kilo+bytes%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22The+size+of+the+template%2C+nevertheless%2C+is+only+kilo+bytes%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=8EE72C3C52CF917D4B5D5E8F0FEC8A26
https://www.bing.com/search?q=%2B%5B%22We+believe+that+this+size+is+not+a+significant+problem+for+today+technology%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22We+believe+that+this+size+is+not+a+significant+problem+for+today+technology%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=98EEDBC67BC4C656003C3544BDD76055
https://www.bing.com/search?q=%2B%5B%22The+result+of+the+experiment+is+provided+in+Table+II%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22The+result+of+the+experiment+is+provided+in+Table+II%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=E5472071B4F4A50CCCE0393ABB1920DF
https://www.bing.com/search?q=%2B%5B%22that+is%2C+GAR+and+FAR+are+98%25+and+0%2C+respectively%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22that+is%2C+GAR+and+FAR+are+98%25+and+0%2C+respectively%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=16C05E84C9A9CF430B90237FD18E6F5A
https://www.bing.com/search?q=%2B%5B%22Decreasing+the+depth+level+raises+both+GAR+and+FAR%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Decreasing+the+depth+level+raises+both+GAR+and+FAR%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=CA474DFE5C82B6F65D32B7953DEE5461

Unique while increasing depth level reduces GAR and FAR

Unique The Equal Error Rate (EER) of the same data can be plotted in Fig

Unique This is lower than that of [1][8] which is more than 2%
patents.google.com patents.google.com

65 results while in [9], the EER is not provided rese:archqate.ne't academla.fedu pLscribd.com

archive.org mafiadoc.com slidelegend.com
docshare.tips archive.org

Unique In the real world, the selection of depth level depends on the application purpose

Unique It may focus on either a high GAR, low FAR or equal error level

Unique Security The transformation is one way

Unique Instead, only the distance of the point is stored in the database

Unique Moreover, not all minutiae are used in the transformation

Unique So, their information is not in the template at all

Unique CONCLUSION In this paper, the improvement of the projection-based fingerprint cancelable method is proposed

Unique This method works by comparing the set of template and query vectors

Unique In terms of the security, the stored template is only generated by some minutiae

Unique This has made the transfomed minutiae does not contain all fingerprint information

Unique Prabhakar, Handbook of Fingerprints, London: Springer, 2009

Unique Bolle, "Generating Cancelable Fingerprint Templates," IEEE Transactions on Pattern Analysis and Machine

q Intelligence, vol
yonsei.pure.elsevier.com sciencedirect.com
26 results Kim, "Cancelable fingerprint templates using minutiae-based bit-strings," Journal of Network and Computer sciencedirect.com issuu.com mafiadoc.com
Applications, vol slideshare.net issuu.com researchgate.net

hindawi.com mafiadoc.com

Unique Hu, "Design of alignment-free cancelable fingerprint templates via curtailed circular convolution," Pattern

q Recognition, vol
Unique [11] Neurotechnology, "Verifinger 5.0," [Online]
Unique 978-1-4673-9360-7/15/$31.00 2015 |IEEE 84 Improving the Performance of Projection-based Cancelable Fingerprint

Template Method Tohari Ahmad



https://www.bing.com/search?q=%2B%5B%22while+increasing+depth+level+reduces+GAR+and+FAR%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22while+increasing+depth+level+reduces+GAR+and+FAR%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=F3538FD343FE74D1890E80FA888BBFAE
https://www.bing.com/search?q=%2B%5B%22The+Equal+Error+Rate+%28EER%29+of+the+same+data+can+be+plotted+in+Fig%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22The+Equal+Error+Rate+%28EER%29+of+the+same+data+can+be+plotted+in+Fig%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=BDB14F355A3D4E0F27741739343B897D
https://www.bing.com/search?q=%2B%5B%22This+is+lower+than+that+of+%5B1%5D%5B8%5D+which+is+more+than+2%25%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22This+is+lower+than+that+of+%5B1%5D%5B8%5D+which+is+more+than+2%25%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=8ED74C980801AD1AE0760DAE16EFD12D
https://www.bing.com/search?q=%2B%5B%22while+in+%5B9%5D%2C+the+EER+is+not+provided%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22while+in+%5B9%5D%2C+the+EER+is+not+provided%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=08BD0C3969E2320A9049F6B96CED8FA1
https://patents.google.com/patent/NL7909097A/en
https://patents.google.com/patent/WO1997034251A1/en
https://www.researchgate.net/publication/312544757_Dynamic_simulation_during_summer_of_a_reversible_multi-function_heat_pump_with_condensation-heat_recovery
https://www.academia.edu/18695814/Understanding_the_Role_of_Use_Cases_in_UML_A_Review_and_Research_Agenda
https://pt.scribd.com/document/153120443/Energy-Efficiency-Innovative-i-to-12
http://archive.org/stream/philosophyright04lioygoog/philosophyright04lioygoog_djvu.txt
https://mafiadoc.com/tesis-doctoral-e-archivo_5c6a2c0a097c47416f8b4628.html
https://slidelegend.com/air-resources-board-california-natural-gas-vehicle-coalition_5aed56397f8b9a16498b4576.html
http://docshare.tips/thermally-driven-heat-pumps-for-heating-and-coolingannett-kuumlhn_58a9b99cb6d87fcfb68b51d8.html
https://archive.org/stream/businesslawfore00allegoog/businesslawfore00allegoog_djvu.txt
https://www.bing.com/search?q=%2B%5B%22In+the+real+world%2C+the+selection+of+depth+level+depends+on+the+application+purpose%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22In+the+real+world%2C+the+selection+of+depth+level+depends+on+the+application+purpose%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=A1D02D4A264287CD78F36D7AAA98E36F
https://www.bing.com/search?q=%2B%5B%22It+may+focus+on+either+a+high+GAR%2C+low+FAR+or+equal+error+level%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22It+may+focus+on+either+a+high+GAR%2C+low+FAR+or+equal+error+level%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=B55D6B230BC0AD41D67D1F7F41868962
https://www.bing.com/search?q=%2B%5B%22Security+The+transformation+is+one+way%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Security+The+transformation+is+one+way%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=6F5711923AE58893E686505F1DE67846
https://www.bing.com/search?q=%2B%5B%22Instead%2C+only+the+distance+of+the+point+is+stored+in+the+database%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Instead%2C+only+the+distance+of+the+point+is+stored+in+the+database%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=BBA6A82802130627B67C83DC4C3559D3
https://www.bing.com/search?q=%2B%5B%22Moreover%2C+not+all+minutiae+are+used+in+the+transformation%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Moreover%2C+not+all+minutiae+are+used+in+the+transformation%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=5FA68B5E462EEBDE01C6258524A74015
https://www.bing.com/search?q=%2B%5B%22So%2C+their+information+is+not+in+the+template+at+all%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22So%2C+their+information+is+not+in+the+template+at+all%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=6432974D3881D1B9A6179ABFEDBFA4A2
https://www.bing.com/search?q=%2B%5B%22CONCLUSION+In+this+paper%2C+the+improvement+of+the+projection-based+fingerprint+cancelable+method+is+proposed%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22CONCLUSION+In+this+paper%2C+the+improvement+of+the+projection-based+fingerprint+cancelable+method+is+proposed%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=57FD4376C7EF4921DB66EF6A59220D90
https://www.bing.com/search?q=%2B%5B%22This+method+works+by+comparing+the+set+of+template+and+query+vectors%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22This+method+works+by+comparing+the+set+of+template+and+query+vectors%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=91FB2FAB1363E1A32EAF69078BD3910D
https://www.bing.com/search?q=%2B%5B%22In+terms+of+the+security%2C+the+stored+template+is+only+generated+by+some+minutiae%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22In+terms+of+the+security%2C+the+stored+template+is+only+generated+by+some+minutiae%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=44D6E701BF3EC5EB5C3333A73EB5E713
https://www.bing.com/search?q=%2B%5B%22This+has+made+the+transfomed+minutiae+does+not+contain+all+fingerprint+information%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22This+has+made+the+transfomed+minutiae+does+not+contain+all+fingerprint+information%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=3B48192D879B03BAE08C9EA603F5D47E
https://www.bing.com/search?q=%2B%5B%22Prabhakar%2C+Handbook+of+Fingerprints%2C+London%3A+Springer%2C+2009%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Prabhakar%2C+Handbook+of+Fingerprints%2C+London%3A+Springer%2C+2009%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=1BEF7FC8467E26E7AF219BA24BC1737A
https://www.bing.com/search?q=%2B%5B%22Bolle%2C+%22Generating+Cancelable+Fingerprint+Templates%2C%22+IEEE+Transactions+on+Pattern+Analysis+and+Machine+Intelligence%2C+vol%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Bolle%2C+%22Generating+Cancelable+Fingerprint+Templates%2C%22+IEEE+Transactions+on+Pattern+Analysis+and+Machine+Intelligence%2C+vol%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=B21C0BE7E8802FD122F628EC444A98DF
https://www.bing.com/search?q=%2B%5B%22Bolle%2C+%22Generating+Cancelable+Fingerprint+Templates%2C%22+IEEE+Transactions+on+Pattern+Analysis+and+Machine+Intelligence%2C+vol%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Bolle%2C+%22Generating+Cancelable+Fingerprint+Templates%2C%22+IEEE+Transactions+on+Pattern+Analysis+and+Machine+Intelligence%2C+vol%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=B21C0BE7E8802FD122F628EC444A98DF
https://www.bing.com/search?q=%2B%5B%22Kim%2C+%22Cancelable+fingerprint+templates+using+minutiae-based+bit-strings%2C%22+Journal+of+Network+and+Computer+Applications%2C+vol%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Kim%2C+%22Cancelable+fingerprint+templates+using+minutiae-based+bit-strings%2C%22+Journal+of+Network+and+Computer+Applications%2C+vol%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=74C02DDB592B40E59B4124D953721172
https://www.bing.com/search?q=%2B%5B%22Kim%2C+%22Cancelable+fingerprint+templates+using+minutiae-based+bit-strings%2C%22+Journal+of+Network+and+Computer+Applications%2C+vol%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Kim%2C+%22Cancelable+fingerprint+templates+using+minutiae-based+bit-strings%2C%22+Journal+of+Network+and+Computer+Applications%2C+vol%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=74C02DDB592B40E59B4124D953721172
https://yonsei.pure.elsevier.com/en/publications/cancelable-fingerprint-templates-using-minutiae-based-bit-strings
https://www.sciencedirect.com/science/article/pii/S1877050915014015
https://www.sciencedirect.com/journal/journal-of-network-and-computer-applications/vol/33/issue/3
https://issuu.com/irjet/docs/irjet-v3i7124_50eec2341ae34f/7
https://mafiadoc.com/string-based-cancelable-fingerprint-templates-semantic-scholar_59b229581723ddd9c644110d.html
https://www.slideshare.net/marmundo/hi-spresentation
https://issuu.com/irjet/docs/irjet-v3i7124_50eec2341ae34f
https://www.researchgate.net/publication/271552926_A_Hadamard_transform-based_method_for_the_design_of_cancellable_fingerprint_templates
https://www.hindawi.com/journals/wcmc/2018/7107295/ref/
https://mafiadoc.com/a-hadamard-transform-based-method-for-the-design-of-ieee-xplore_59849e1a1723ddcb690d46bb.html
https://www.bing.com/search?q=%2B%5B%22Hu%2C+%22Design+of+alignment-free+cancelable+fingerprint+templates+via+curtailed+circular+convolution%2C%22+Pattern+Recognition%2C+vol%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Hu%2C+%22Design+of+alignment-free+cancelable+fingerprint+templates+via+curtailed+circular+convolution%2C%22+Pattern+Recognition%2C+vol%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=282849FEE40ECEDD7DD2CA55F6E784B9
https://www.bing.com/search?q=%2B%5B%22Hu%2C+%22Design+of+alignment-free+cancelable+fingerprint+templates+via+curtailed+circular+convolution%2C%22+Pattern+Recognition%2C+vol%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22Hu%2C+%22Design+of+alignment-free+cancelable+fingerprint+templates+via+curtailed+circular+convolution%2C%22+Pattern+Recognition%2C+vol%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=282849FEE40ECEDD7DD2CA55F6E784B9
https://www.bing.com/search?q=%2B%5B%22%5B11%5D+Neurotechnology%2C+%22Verifinger+5.0%2C%22+%5BOnline%5D%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22%5B11%5D+Neurotechnology%2C+%22Verifinger+5.0%2C%22+%5BOnline%5D%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=750158E0474A5657E7FA0D1AE5649CF5
https://www.bing.com/search?q=%2B%5B%22978-1-4673-9360-7%2F15%2F%2431.00+2015+IEEE+84+Improving+the+Performance+of+Projection-based+Cancelable+Fingerprint+Template+Method+Tohari+Ahmad%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22978-1-4673-9360-7%2F15%2F%2431.00+2015+IEEE+84+Improving+the+Performance+of+Projection-based+Cancelable+Fingerprint+Template+Method+Tohari+Ahmad%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=F9DF4F95350A4A9FD0F877AB4429B05C
https://www.bing.com/search?q=%2B%5B%22978-1-4673-9360-7%2F15%2F%2431.00+2015+IEEE+84+Improving+the+Performance+of+Projection-based+Cancelable+Fingerprint+Template+Method+Tohari+Ahmad%22%5D&qs=n&form=QBLH&sp=-1&pq=%2B%5B%22978-1-4673-9360-7%2F15%2F%2431.00+2015+IEEE+84+Improving+the+Performance+of+Projection-based+Cancelable+Fingerprint+Template+Method+Tohari+Ahmad%22%5D&sc=8-5&sk=&cc=en&adlt=off&cvid=F9DF4F95350A4A9FD0F877AB4429B05C

Unique

Unique
Unique
Unique
Unique
Unique
Unique
Unique
Unique
Unique
Unique
Unique
Unique
Unique

Unique

395 results

Unique
Unique
Unique
Unique
Unique

Unique

id Tsuyoshi Usagawa HICC Laboratory Kumamoto University Japan Abstract—Biometrics, especially fingerprint, has

been popular to

This characteristic, however, is a problem because once it is compromised, fingerprint data can

The conventional cryptographic algorithm may not be able to protect fingerprint data since the

This paper improves the performance of the previous projection-based fingerprint protection method by removing

The experimental result which is done in a public database produces the EER of

Consequently, an authentication process to prove that the one who would like to access

Compared to other methods, such as a system with passwords, biometrics-based authentication has some

For example, it is not easy to duplicate biometrics, which makes its data more

This is in terms of some key factors, such as acceptability, universality, performance and

There are some points where the fingerprint protection can be applied [3], such as

At this last point, the fingerprint data is transformed into another domain such that

In order to do the transformation, it needs to extract the fingerprint to obtain

In further development, some different methods have also been proposed [5] [6][7][8]

This is done by exploring the minutiae characteristics, as an improvement of previous research,

RELATED WORKS The research in [8] uses the core point to be the center

These points are aligned to the position of the core point and its orientation

The minutiae points are projected to a line e »F[JE. , where A.ga® da[Ja. are

All minutiae points are projected into the line, parallel to the ¥ and

get two points but it is hard to reconstruct the original point just by using

All points in the line are grouped based on their position as depicted in

In that example, there are 6 groups which contain 1, 2, 1, 2,

Each group is indexed in a specified order whose number of points constructs
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x 3ha’ are the number of partitions, lenght of partitions and index of each partition,

This set is 85 2015 Seventh International Conference of Soft Computing and Pattern Recognition

In terms of the security, this method is relativley good since the information of

The information of the generated template can be applied to the fake fingerprint by

Although it is not enough to reconstruct the original fingerprint just by using both

In the application, it is assumed that both (5l and 0 are confidential which

This is carried out by comparing not only the minutia reference, but also the

In this research, different from [8], the fuzzy vault method is used for protecting

PROPOSED METHOD Different from [8], we develop a method which does not need the

Therefore, the existence of the core point in a fingerprint does not have an

As the result, the difficulty of extracting accurate coordinate and orientation of the core

Therefore, it needs to obtain an enough minutiae number which is able to represent

by using (1) which should meet the requirement in (2), where 0@. 0a. Oab is

In this case, the minimum distance is specified in order to avoid too close

0@. 0a. Do o0 @F Fe T Fa 6l PAAE Fe F Fa SLA (1)

Minutiae Transformation As in our previous research [8], the minutiae are projected to the

Different from it, we use a set of keys 0o m @& er@A7 &) B &)

Next, the respective point is translated . : a2 according to the obtained orientation, as

The resulted point is projected back to the line and the distance between this

It is worth noting that this translation can be either positive or negative, according

These vertical and horizontal projected points construct a new point (represented by green circle

tresh_r_max tresh r min86 2015 Seventh International Conference of Soft Computing and Pattern Recognition
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by vertical and horizontal projected points, and the distance between those vertical and horizontal projected

V 0ms and V [0 are the index of the partition from where vertical

The generated template © of a fingerprint can be defined as in (4), where
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In addition, the number of partitions is fixed to 100 in order to cover

Also, there is no threshold of how far those point from the center because

The index of the partitions V is given by using (5), where 0

Vo o nTe  MeosaTansT nT0 [0 e 8 Q0000008 ©=T

Matching This process is carried out by comparing the set of vector [ of

(4), and o w2 is the difference of each of those components between query and

So, we obtain 0[], 0 61,0 Suim , 0 DUGH

Inspired by [9], these values are combined along with their respective threshold as depicted

Tom ARoT > 000 T 0 000V ®: 1 7) Vo) By employing the method

In addition, at least 40% of the minutiae template have to match to those

Fingerprint template and query are considered to be matched if there are at least

matched point is further checked by improving the capability of [9] to get the depth

Here, we propose the steps as follows: Once this process has been applied, we

If it is higher than the specified threshold, then the minutiae are considered to

If .6l and . @ of template and query match, then depth level

Take a minutia .® and . &t from . @ and .

If the resulted value is less than the specified threshold, then they match and

If step 4 does not meet, then repeat step 3 until all minutiae of

ijv Figure 5 Features of projected minutiae 87 2015 Seventh International Conference of Soft Computing

EXPERIMENTAL RESULT Similar to [1] [8] [9], we use FVC2002Db?2a for testing which is
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of Informatics Universitas Internasional Semen Indonesia Gresik, Indonesia doni.pambudi@uisi.ac.id Tsuyoshi Usagawa HICC Laboratory Kumamoto University Japan Abstract—Biometrics, especially fingerprint, has been popular to use for authenticating users because it is relatively
permanence. This characteristic, however, is a problem because once it is compromised, fingerprint data can not be replaced. The conventional cryptographic algorithm may not be able to protect fingerprint data since the fingerprint scanning result is unstable. This paper improves the
performance of the previous projection-based fingerprint protection method by removing the need of the core point and applying further minutiae checking hierarchically. The experimental result which is done in a public database produces the EER of about 1%. Keywords-fingerprint;
security; minutiae; privacy; confidentiality I. INTRODUCTION In this digital era, the use of electronic devices has been a must. Consequently, an authentication process to prove that the one who would like to access is really a legitimate user is needed. There are some methods to do such
authentication, including that with biometrics. Compared to other methods, such as a system with passwords, biometrics-based authentication has some advantages. For example, it is not easy to duplicate biometrics, which makes its data more secure. This requires the users to physically
present when the authetication is being processed [1]. Amongst existing biometrics, fingerprint is one of popular modalities to use. As in [2], fingerprint has relatively good evaluation results. This is in terms of some key factors, such as acceptability, universality, performance and
collectivity. In additon, fingerprint is relatively permanence, so it is suitable to use. Nevertheless, this last characteristic has made fingerprint data should be proteccted. This is because, once it is compromised, fingerprint data can not be changed; this is different with the password case.
There are some points where the fingerprint protection can be applied [3], such as at the sensor, extractor, matcher and database where the fingerprint template is stored. At this last point, the fingerprint data is transformed into another domain such that it is hard to recognize its original
data. The transformation itself is one-way; therefore, the authentication is carried out in the transformed domain. In order to do the transformation, it needs to extract the fingerprint to obtain some features, which can be the coordinate, orientation and type of the minutiae. By using these
data along with the respective keys, the specified transformation is performed. The resulted transformed data is called cancelable template. It means that a different template can be generated by using different keys. This may occur if, for example, the template has been compromised. At
the beginning, the method is introduced by Ratha et al [4]. In further development, some different methods have also been proposed [5] [6] [7] [8] with their own advantages and disadvantages. In this paper, we propose a variation of cancelable fingerprint template method. This is done
by exploring the minutiae characteristics, as an improvement of previous research, especially in [8]. The rest of the paper is structured as follows. Section 2 describes the previous works which relate to this proposed method. Section 3 explains the proposed method itself. The experimental
results and conclusion are provided in Sections 4 and 5, respectively. Il. RELATED WORKS The research in [8] uses the core point to be the center of a fingerprint area and the minutiae to be the neighboring points. These points are aligned to the position of the core point and its orientation
as shown in Figs. 1(a) and 1(b), respectively. The minutiae points are projected to a line e mi[Je. , where @ «als Wa[Ja. are abscissa and ordinate of a point in the line, the slope and the constant, respectively. Since this line crosses the coordinate (0,0), the value of & »T . All minutiae
points are projected into the line, parallel to the = and it axis (horizontal and vertical) as illustrated in Fig. 1(c). So, each minutia points results to two projected points. It is worth to note that it is easy to project a point to get two points but it is hard to reconstruct the original point just by
using these two points due to many possibilities. All points in the line are grouped based on their position as depicted in Fig. 1(d). In that example, there are 6 groups which contain 1, 2, 1, 2, 1 and 1 points. Each group is indexed in a specified order whose number of points constructs a set
"o m@ aTaTa'amamT i , for example. This partitioning step is performed by employing a set of keys 0o »ikxana™i , where x and’ are the number of partitions, lenght of partitions and index of each partition, respectively. The resulted set is to be the template which is stored in the
database. This set is 85 2015 Seventh International Conference of Soft Computing and Pattern Recognition (SoCPaR 2015) compared to that of the query by using mean absolute error (MAE). This method is simple and relatively easy to use. However, there are some disadvatages of this
method. For example, it uses the core point to be the center of fingerprint. Without this core point, the set of template/query can not be generated. Furthermore, the informatioin of core point is difficult to obtain precisely; and, not all fingerprints have the core point [8]. Therefore, in this
specific case, the fingerprint template can not be used. In terms of the security, this method is relativiey good since the information of the original fingerprint is not stored. Nevertheless, it is still possible to compromise it. The information of the generated template can be applied to the
fake fingerprint by using = and 0 . Although it is not enough to reconstruct the original fingerprint just by using both data, they may be used to impersonate the authentication system. In the application, it is assumed that both = and 0 are confidential which may be secured by other
methods. In [9], Xi and Hu propose the hierarchical structure check (HSC) to protect fingerprint. This is carried out by comparing not only the minutia reference, but also the neighbors of neighbor points. So, there are some matching levels. In this research, different from [8], the fuzzy vault
method is used for protecting the data. This method may have high accuracy, however, the processing time can be a problem. Ill. PROPOSED METHOD Different from [8], we develop a method which does not need the core point. Therefore, the existence of the core point in a fingerprint
does not have an impact to the authentication process. As the result, the difficulty of extracting accurate coordinate and orientation of the core point can be ignored. Furthermore, all fingerprint types may be applicable to it. Overall, the method consists of some steps: minutiae selection,
minutiae transformation, partition and matching. A minutia is randomly selected to be the reference. In turns, all minutiae are also the reference sequentially. A. Minutiae Selection Here, the template is only developed by some minutiae points. This is because too many minutiae may cause
the authentication too long. However, too small number of minutiae may also significantly reduce the fingerprint uniqueness. Therefore, it needs to obtain an enough minutiae number which is able to represent the whole fingerprint data. The selection is done by measuring the distance
between the reference and all minutiae by using (1) which should meet the requirement in (2), where 0@. 0a. Db is the distance between minutiae .0 and .0 , 00000¢ and ©E0000f are the allowed minimum and maximum distance, respectively. In this case, the minimum distance is specified
in order to avoid too close projected points in the transformation process (see Section III.B). This process can be depicted in Fig. 2. 0@ 0a.Oae’ »0 @1 Feo 1 wab 6l AA@® Fe ¥ mab 6t A (1) 0000000k@. 0. Oatf2) £BO000) B. Minutiae Transformation As in our previous research [8], the
minutiae are projected to the line which crosses the reference point (in this case is a minutia point). Different from it, we use a set of keys 0o » @ * ‘eu &) may@a) M e i . Firstly, the minutiae are projected into a line (see Fig. 3). The resulted vertical and horizontal projected points
along with their orientation are transformed separately. Further transformation is applied to the orientation of the vertical projected points. Next, the respective point is translated . - e according to the obtained orientation, as depicted in Fig. 4. The resulted point is projected back to
the line and the distance between this point and the previous one is calculated by using (3). It is worth noting that this translation can be either positive or negative, according to the orientation. The same process is also applied to the horizontal projected point. These vertical and horizontal
projected points construct a new point (represented by green circle in Fig. 5). . et o o222 AT 22 & 5 enl2XA (3) (a) (b) (¢) (d) X+ y+yy = px + c X y+ x+y = px + ¢ Figure 1 Points in fingerprint (a) Core and minutiae points (b) Axis in the fingerprint (c) Projected minutiae
points (d) Partitioned line Figure 2 Minutiae selection process y x tresh_r_max tresh_r_min86 2015 Seventh International Conference of Soft Computing and Pattern Recognition (SoCPaR 2015) Let . and . be the reference and its neighbor point, respectively; OHy 0 and H [J0 are the distance
between (0,0) and the point constructed by vertical and horizontal projected points, and the distance between those vertical and horizontal projected points; T [J0s and T [JO are the orientation of vertical and horizontal projected points; V [J[J= and V J are the index of the partition from
where vertical and horizontal projected points are located (see Fig. 5). The generated template 1 of a fingerprint can be defined as in (4), where . is the number of neighbor points. =i 18 [ o~ A.0H 0@ aHh 0@ aT Jew aT (o0 aV (er av (el a g &.0H 0@ aHh 0@ aT (Jem aT (e av
[em aV @@ @ on, (4) C. Partition Different from [8], the index of the partition is not randomized. This is because the order of partitions does not influence the accuracy. In addition, the number of partitions is fixed to 100 in order to cover all resulted points. Also, there is no threshold of how
far those point from the center because we do not count the number of points in a partition. Instead, a partition is to estimate the position of those points. The index of the partitions V is given by using (5), where O 0O is the distance between a point and the center; and 0 @ is the length of
each partition, which is fixed to 20. Vo' "o uTe [ o« g oTas«T uT0 [ » < & 00000004 €T (5) D. Matching This process is carried out by comparing the set of vector i« of template and query. In general, this comparison follows (6), where O is all component of vector in (4), and o w7 is
the difference of each of those components between query and template. So, we obtaino ], 0 < a1, 0 & o0 a1 . Inspired by [9], these values are combined along with their respective threshold as depicted in (7), where _ is the distance between template and query.
Matching is performed to all vectors of template and query. 0 a1 o » APlo@s A7 00 Twl Ade000 o) 00 5TTTVY (6) & »o0>00005000T (s To m PRoT.> 000 T 0 000V m: 121 7) Vo) By employing the method in [9], the resulted values of . are selected. This means
that the corresponding template and query are possibly matched. In addition, at least 40% of the minutiae template have to match to those of query with condition that 40% is more than 1 minutiae. Fingerprint template and query are considered to be matched if there are at least 12
points match, as specified in [10]. In case the number of matched points is between 5 and 12, this conditional matched point is further checked by improving the capability of [9] to get the depth level = of the minutiae. Here, we propose the steps as follows: Once this process has been
applied, we obtain the depth level of the minutiae. If it is higher than the specified threshold, then the minutiae are considered to be matched. An example of this process is provided in Fig. 6. Firstly, . @ and . &l of template and query are compared. If they matched, then depth level = 1 (see
Fig. 6(a)), proceed to one of the neighbor (e.g., . @ ) and compare it with others. If . &l and . @ of template and query match, then depth level = 2 (see Fig. 6(b)), proceed to one of neighbor of . @ , and soon. This process finishes when there is no more minutiae match. 1. Let. @ and . &l be the
transformed template and query, respectively. Reset ao" »TG 2. Take a minutia . @ and . & from . @ and . &l with their respective [t (see (4)) 3. Take £ @ and # ¢l from . @ and . &, respectively. 4. Compare [ @ and [« &l by applying (6). If the resulted value is less than the specified threshold,
then they match and . @ and . ét are noted. 5. If step 4 does not meet, then repeat step 3 until all minutiae of . @ are processed. 6. If step 4 meets, then take a neighbor point and go to step 2. x y proj v proj h y = px + ¢ Figure 3 Projected minutiae x y y = px + ¢ 6 gp 6 trans Figure 4
Translated projected minutiae 8 ijh y x d d' r r* 6 ijv 6 ijh & ijv Figure 5 Features of projected minutiae 87 2015 Seventh International Conference of Soft Computing and Pattern Recognition (SoCPaR 2015) IV. EXPERIMENTAL RESULT Similar to [1] [8] [9], we use FVC2002Db2a for testing
which is extracted by using Verifinger [11]. As these research, we use 2 impression, each of which comprises 100 fingerprints. In order to evaluate the capability to accept a legitimate fingerprint, we compare those in the first impression to the corresponding fingerprint in the second
impression; and for evaluating the capability to reject an illegitimate fingerprint, we compare those in the first impression to all fingerprints in the second impression except the corresponding one. Therefore, there are 10000 fingerprint comparison. Those two evaluation represent Genuine
Acceptance Rate (GAR) and False Acceptance Rate (FAR), respectively. A. Performance Let . be the number of selected minutiae resulted from Section IlI(A). A minutia is represented by & T vectors; in turns, a fingerprint is represented by fi.s ‘T4 vectors. The value of . depends on the
minimum (Rmin) and maximum (Rmax) distance values being determined by the user. In the experiment, we specify the minimum distance by 11 as depicted in Table I. It shows the minimum (Nmin), maximum (Nmax) and average (Navg) numbers of selected minutiae. A high number of
generated vectors may need more spaces to store in a database. The size of the template, nevertheless, is only kilo bytes. We believe that this size is not a significant problem for today technology. The result of the experiment is provided in Table Il. It is shown that the best result is
obtained when the depth level is 7; that is, GAR and FAR are 98% and 0, respectively. Decreasing the depth level raises both GAR and FAR; while increasing depth level reduces GAR and FAR. The Equal Error Rate (EER) of the same data can be plotted in Fig. 7. The False Rejection Rate
(FRR) is defined as (100%-GAR), which represents the number of legitimate fingerprints that can not be recognized by the system. It is depicted that EER is 1% which is reached at about 1.2 of depth level. This is lower than that of [1][8] which is more than 2%; while in [9], the EER is not
provided. In the real world, the selection of depth level depends on the application purpose. It may focus on either a high GAR, low FAR or equal error level. B. Security The transformation is one way. Eventhough the set of keys is given, it is hard to reconstruct the original fingerprint. This is
because there is no exact position of the resulted TABLE 1 NUMBER OF SELECTED MINUTIAE Rmin Rmax Neighbor minutiae Nmin Nmax Navg 1120150.361130181.1311401132.1911501193.4711601214.911701246.4811801288.2211901 3210.07111001 3711.97
1111013913.981112014615.97 11130150 18.02 11 140 1 52 20 TABLE Il GAR AND FAR VALUES OF VARIOUS DEPTH LEVELS Depth Level GAR (%) FAR(%) 1 99 6.6869 2 99 1.303 3 99 0.1919 4 98 0.0202 5 98 0.0101 6 98 0.0101 79808980996 0 10 96 0 11 95 0 Figure 7 Equal
error rate of the proposed method -2 0 2 4 6 8 05 10 15 Error rate (%) Depth level Equal Error Rate (EER) FRRFARM1Im2m3m4m5m6émIlIm2m3m4eméem55mlm2m3m4em5S5m6é6m1lIm2m3m4me6mb5 (a) (b) Figure 6 Depth level checking (a) Depth level=1 (b) Depth
level=2 88 2015 Seventh International Conference of Soft Computing and Pattern Recognition (SoCPaR 2015) transformed point. Instead, only the distance of the point is stored in the database. Moreover, not all minutiae are used in the transformation. So, their information is not in the
template at all. In the worst case that the stored template can be revealed, not all fingerprint information can be obtained by attackers. V. CONCLUSION In this paper, the improvement of the projection-based fingerprint cancelable method is proposed. This method works by comparing the
set of template and query vectors. In case the number of matched minutiae is higher than the specified threshold, then the fingerprint matched. Nevertheless, there is still a possibility to further evaluate the query whose value is less than the threshold by using the depth level. This
method, which is evaluated by using a public database, has been able to increase the performance, which is represented by GAR, FAR and EER. In terms of the security, the stored template is only generated by some minutiae. This has made the transfomed minutiae does not contain all
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